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audit (auditors internal to the oper-
ation, officers of the TGRA, or outside
CPA firm may perform this function).

(3) Internal auditor(s) report directly
to the Tribe, TGRA, audit committee,
or other entity designated by the
Tribe.

(4) Documentation such as check-
lists, programs, reports, etc. is pre-
pared to evidence all internal audit
work and follow-up performed as it re-
lates to compliance with TICS, SICS,
and these MICS, including all instances
of noncompliance.

(5) Audit reports are maintained and
made available to the Commission
upon request and must include the fol-
lowing information:

(i) Audit objectives;

(i1) Audit procedures and scope;

(iii) Findings and conclusions;

(iv) Recommendations, if applicable;
and

(v) Management’s response.

(6) All material exceptions identified
by internal audit work are investigated
and resolved and the results are docu-
mented.

(7) Internal audit findings are re-
ported to management, responded to by
management stating corrective meas-
ures to be taken, and included in the
report delivered to management, the
Tribe, TGRA, audit committee, or
other entity designated by the Tribe
for corrective action.

(8) Follow-up observations and ex-
aminations is performed to verify that
corrective action has been taken re-
garding all instances of non-compli-
ance. The verification is performed
within six (6) months following the
date of notification of non-compliance.

(d) Annual requirements.

(1) Agreed upon procedures. A CPA
must be engaged to perform an assess-
ment to verify whether the gaming op-
eration is in compliance with these
MICS, and/or the TICS or SICS if they
provide at least the same level of con-
trols as the MICS. The assessment
must be performed in accordance with
agreed upon procedures and the most
recent versions of the Statements on
Standards for Attestation Engage-
ments and Agreed-Upon Procedures En-
gagements (collectively “SSAEs”),
issued by the American Institute of
Certified Public Accountants.
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(2) The tribe must submit two copies
of the agreed-upon procedures report to
the Commission within 120 days of the
gaming operation’s fiscal year end in
conjunction with the submission of the
annual financial audit report required
pursuant to 26 CFR part 571.

(3) Review of internal audit.

(i) The CPA must determine compli-
ance by the gaming operation with the
internal audit requirements in this
paragraph (d) by:

(A) Completing the internal audit
checklist;

(B) Ensuring that the internal audi-
tor completed checklists for each gam-
ing department of the operation;

(C) Verifying that any areas of non-
compliance have been identified;

(D) Ensuring that audit reports are
completed and include responses from
management; and

(B) Verifying that appropriate follow-
up on audit findings has been con-
ducted and necessary corrective meas-
ures have been taken to effectively
mitigate the noted risks.

(ii) If the CPA determines that the
internal audit procedures performed
during the fiscal year have been prop-
erly completed, the CPA may rely on
the work of the internal audit for the
completion of the MICS checklists as
they relate to the standards covered by
this part.

(4) Report format. The SSAEs are ap-
plicable to agreed-upon procedures en-
gagements required in this part. All
noted instances of noncompliance with
the MICS and/or the TICS or SICS, if
they provide the same level of controls
as the MICS, must be documented in
the report with a narrative description,
the number of exceptions and sample
size tested.

§543.24 What are the minimum inter-
nal control standards for auditing
revenue?

(a) Supervision. Supervision must be
provided as needed for bingo operations
by an agent(s) with authority equal to
or greater than those being supervised.

(b) Independence. Audits must be per-
formed by agent(s) independent of the
transactions being audited.

(¢c) Documentation. The performance
of revenue audit procedures, the excep-
tions noted, and the follow-up of all
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revenue audit exceptions must be docu-
mented and maintained.

(d) Controls must be established and
procedures implemented to audit of
each of the following operational areas:

(1) Bingo.

(i) At the end of each month, verify
the accuracy of the ending balance in
the bingo control log by reconciling it
with the bingo paper inventory. Inves-
tigate and document any variance
noted.

(ii) Daily, reconcile supporting
records and documents to summarized
paperwork or electronic records (e.g.
total sales and payouts per shift and/or
day).

(iii) At least monthly, review
variances related to bingo accounting
data in accordance with an established
threshold, which must include, at a
minimum, variance(s) noted by the
Class II gaming system for cashless
transactions in and out, electronic
funds transfer in and out, external
bonus payouts, vouchers out and cou-
pon promotion out. Investigate and
document any variance noted.

(iv) At least monthly, review statis-
tical reports for any deviations from
the mathematical expectations exceed-
ing a threshold established by the
TGRA. Investigate and document any
deviations compared to the mathe-
matical expectations required to be
submitted per §547.4.

(v) At least monthly, take a random
sample, foot the vouchers redeemed
and trace the totals to the totals re-
corded in the voucher system and to
the amount recorded in the applicable
cashier’s accountability document.

(2) Pull tabs.

(i) Daily, verify the total amount of
winning pull tabs redeemed each day.

(ii) At the end of each month, verify
the accuracy of the ending balance in
the pull tab control log by reconciling
the pull tabs on hand. Investigate and
document any variance noted.

(iii) At least monthly, compare for
reasonableness the amount of pull tabs
sold from the pull tab control log to
the amount of pull-tab sales.

(iv) At least monthly, review statis-
tical reports for any deviations exceed-
ing a specified threshold, as defined by
the TGRA. Investigate and document
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any large and unusual fluctuations
noted.

(3) Card games.

(i) Daily, reconcile the amount indi-
cated on the progressive sign/meter to
the cash counted or received by the
cage and the payouts made for each
promotional progressive pot and pool.
This reconciliation must be suffi-
ciently documented, including substan-
tiation of differences and adjustments.

(ii) At least monthly, review all pay-
outs for the promotional progressive
pots, pools, or other promotions to
verify payout accuracy and proper ac-
counting treatment and that they are
conducted in accordance with condi-
tions provided to the patrons.

(iii) At the conclusion of each con-
test/tournament, reconcile all contest/
tournament entry and payout forms to
the dollar amounts recorded in the ap-
propriate accountability document.

(4) Gaming promotions and player

tracking.
(i) At least monthly, review pro-
motional payments, drawings, and

giveaway programs to verify payout
accuracy and proper accounting treat-
ment in accordance with the rules pro-
vided to patrons.

(ii) At least monthly, for computer-
ized player tracking systems, perform
the following procedures:

(A) Review authorization documenta-
tion for all manual point additions/de-
letions for propriety;

(B) Review exception reports, includ-
ing transfers between accounts; and

(C) Review documentation related to
access to inactive and closed accounts.

(iii) At least annually, all computer-
ized player tracking systems must be
reviewed by agent(s) independent of the
individuals that set up or make
changes to the system parameters. The
review must be performed to determine
that the configuration parameters are
accurate and have not been altered
without appropriate management au-
thorization Document and maintain
the test results.

(5) Complimentary services or items. At
least monthly, review the reports re-
quired in §543.13(d). These reports must
be made available to those entities au-
thorized by the TGRA or by tribal law
or ordinance.

(6) Patron deposit accounts.
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(i) At least weekly, reconcile patron
deposit account liability (deposits
tadjustments —withdrawals = total ac-
count balance) to the system record.

(ii) At least weekly, review manual
increases and decreases to/from player
deposit accounts to ensure proper ad-
justments were authorized.

(7) Lines of credit.

(i) At least three (3) times per year,
an agent independent of the cage, cred-
it, and collection functions must per-
form the following review:

(A) Select a sample of line of credit
accounts;

(B) Ascertain compliance with credit
limits and other established credit
issuance procedures;

(C) Reconcile outstanding balances of
both active and inactive (includes
write-offs and settlements) accounts on
the accounts receivable listing to indi-
vidual credit records and physical in-
struments. This procedure need only be
performed once per year for inactive
accounts; and

(D) Examine line of credit records to
determine that appropriate collection
efforts are being made and payments
are being properly recorded.

(BE) For at least five (5) days during
the review period, subsequently rec-
oncile partial payment receipts to the
total payments recorded by the cage
for the day and account for the receipts
numerically.

(ii) At least monthly, perform an
evaluation of the collection percentage
of credit issued to identify unusual
trends.

(8) Drop and count.

(i) At least quarterly, unannounced
currency counter and currency counter
interface (if applicable) tests must be
performed, and the test results docu-
mented and maintained. All denomina-
tions of currency and all types of cash
out tickets counted by the currency
counter must be tested. This test may
be performed by internal audit or the
TGRA. The result of these tests must
be documented and signed by the
agent(s) performing the test.

(ii) At least quarterly, unannounced
weigh scale and weigh scale interface
(if applicable) tests must be performed,
and the test results documented and
maintained. This test may be per-
formed by internal audit or the TGRA.
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The result of these tests must be docu-
mented and signed by the agent(s) per-
forming the test.

(iii) For computerized key security
systems controlling access to drop and
count keys, perform the following pro-
cedures:

(A) At least quarterly, review the re-
port generated by the computerized
key security system indicating the
transactions performed by the indi-
vidual(s) that adds, deletes, and
changes users’ access within the sys-
tem (i.e., system administrator). Deter-
mine whether the transactions com-
pleted by the system administrator
provide adequate control over the ac-
cess to the drop and count keys. Also,
determine whether any drop and count
key(s) removed or returned to the key
cabinet by the system administrator
was properly authorized;

(B) At least quarterly, review the re-
port generated by the computerized
key security system indicating all
transactions performed to determine
whether any unusual drop and count
key removals or key returns occurred;
and

(C) At least quarterly, review a sam-
ple of users that are assigned access to
the drop and count keys to determine
that their access to the assigned keys
is appropriate relative to their job po-
sition.

(iv) At least quarterly, an inventory
of all controlled keys must be per-
formed and reconciled to records of
keys made, issued, and destroyed. In-
vestigations must be performed for all
keys unaccounted for, and the inves-
tigation documented.

(9) Cage, vault, cash, and cash equiva-
lents.

(i) At least monthly, the cage ac-
countability must be reconciled to the
general ledger.

(ii) At least monthly, trace the
amount of cage deposits to the
amounts indicated in the bank state-
ments.

(iii) Twice annually, a count must be
performed of all funds in all gaming
areas (i.e. cages, vaults, and booths (in-
cluding reserve areas), kiosks, cash-out
ticket redemption machines, and
change machines. Count all chips and
tokens by denomination and type.
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Count individual straps, bags, and im-
prest banks on a sample basis. Rec-
oncile all amounts counted to the
amounts recorded on the corresponding
accountability forms to ensure that
the proper amounts are recorded. Main-
tain documentation evidencing the
amount counted for each area and the
subsequent comparison to the cor-
responding accountability form. The
count must be completed within the
same gaming day for all areas.

(A) Counts must be observed by an
individual independent of the depart-
ment being counted. It is permissible
for the individual responsible for the
funds to perform the actual count
while being observed.

(B) Internal audit may perform and/
or observe the two counts.

(iv) At least annually, select a sam-
ple of invoices for chips and tokens
purchased, and trace the dollar amount
from the purchase invoice to the ac-
countability document that indicates
the increase to the chip or token inven-
tory to ensure that the proper dollar
amount has been recorded.

(v) At each business year end, create
and maintain documentation evidenc-
ing the amount of the chip/token liabil-
ity, the change in the liability from
the previous year, and explanations for
adjustments to the liability account
including any adjustments for chip/
token float.

(vi) At least monthly, review a sam-
ple of returned checks to determine
that the required information was re-
corded by cage agent(s) when the check
was cashed.

(vii) At least monthly, review excep-
tion reports for all computerized cage
systems for propriety of transactions
and unusual occurrences. The review
must include, but is not limited to,
voided authorizations. All noted im-
proper transactions or unusual occur-
rences identified must be investigated
and the results documented.

(viii) Daily, reconcile all parts of
forms used to document increases/de-
creases to the total cage inventory, in-
vestigate any variances noted, and doc-
ument the results of such investiga-
tions.

(10) Inventory.

(i) At least monthly, verify receipt,
issuance, and use of controlled inven-
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tory, including, but not limited to,
bingo cards, pull tabs, playing cards,
keys, pre-numbered and/or multi-part
forms.

(ii) Periodically perform minimum
bankroll calculations to ensure that
the gaming operation maintains cash
in an amount sufficient to satisfy the
gaming operation’s obligations.

§§ 543.25-543.49 [Reserved]
PARTS 544-546 [RESERVED]

PART 547—MINIMUM TECHNICAL
STANDARDS FOR CLASS Il GAM-
ING SYSTEMS AND EQUIPMENT

Sec.

547.1 What is the purpose of this part?

547.2 What are the definitions for this part?

547.3 Who is responsible for implementing
these standards?

547.4 What are the rules of general applica-
tion for this part?

547.5 How does a tribal government, TGRA,
or tribal gaming operation comply with
this part?

547.6 What are the minimum technical
standards for enrolling and enabling
Class II gaming system components?

547.7 What are the minimum technical
hardware standards applicable to Class II
gaming systems?

547.8 What are the minimum technical soft-
ware standards applicable to Class II
gaming systems?

547.9 What are the minimum technical
standards for Class II gaming system ac-
counting functions?

547.10 What are the minimum standards for
Class II gaming system critical events?

547.11 What are the minimum technical
standards for money and credit handling?

547.12 What are the minimum technical
standards for downloading on a Class II
gaming system?

547.13 What are the minimum technical
standards for program storage media?
547.14 What are the minimum technical
standards for electronic random number

generation?

547.15 What are the minimum technical
standards for electronic data commu-
nications between system components?

547.16 What are the minimum standards for
game artwork, glass, and rules?

547.17 How does a TGRA apply to imple-
ment an alternate minimum standard to
those required by this part?

AUTHORITY: 25 U.S.C. 2706(b).

SOURCE: 77 FR 58479, Sept. 21, 2012, unless
otherwise noted.
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